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© 000 "KPUNTO-MPO", 2000-2016. Bce npaBa 3aliMLleHbl.

ABTOpPCKME npaBa Ha CpeAcTBa Kpuntorpaduyeckon 3awmTbl MHGOpMaLMM Tuna
Kpuntolpo CSP wn 3kcnnyaTauuOHHYK AOKYMEHTauul 3aperucTpupoBaHbl B
PoccuiickoM areHTCTBe Mo naTeHTaM M TOBapHbIM 3HakaM (PocnaTteHT).

[OKyMeHT BXOAUT B KOMMIEKT MOCTaBkW nporpammHoro obecneyeHuns CK3U
Kpuntollpo CSP Bepcum 3.9; Ha Hero pacrnpoCTpaHAKTCA BCE YC0BUSA
JIMLEH3MOHHOr0 cornaweHus. bes cneumanbHOro MUCbMEHHOrO paspelueHunst
000 "KPUMAOTO-MPO" AOKYMEHT WMAW €ro 4acTb B 3/IEKTPOHHOM WAW MevyaTHOM
BWAE He MOryT 6blTb CKONMUPOBaHbI U NepeaaHbl TPETbUM IMLIAM C KOMMEPYECKO
uenbto.
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AHHOTaAUUS

HacTtoawmnin [OKYMEHT COAEepXUT OnucaHue peanusaumm cpeactea  Kpuntorpaduyeckon
3awmnTbl nHdopmaunn Kpuntollpo CSP Bepcumn 3.9 (CK3U XTAN.00083-01) 1 cBeaeHUs O TeKyluem
COCTOSIHUM NPOAYKTa.

1. Ha3zHaueHne CK3U

CK3U XTAN.00083-01 obecneumBaeT BbINOSHEHME CNEAYIOWMX 3ALUNTHBIX DYHKUWNA:

e aBTOpM3auuna u“ obecneyenHne ropm,qmquKon 3HAYNMOCTUN 3SNEKTPOHHbLIX AOKYMEHTOB
npu obMeHe UMW Mexay MoJib30BaTeNsIMU MOCPEACTBOM MCMOMb30BaHUS npoueayp hopMmpoBaHUsa m
npoeBepkn (c wucnonb3oBaHmeMm cepTudmkaTos crtaHgapta X.509 YpocTtosepsiwwero ueHTpa)
3/1eKTPOHHON NOAMNUCK B COOTBETCTBUM C OTEYECTBEHHbLIMU CTaHAAPTaMM:

FOCT P 34.10-2001. "WHpopmauymoHHass TexHosorus. Kpuntorpagpunyeckas 3awynta
uHpopmauyun. lpoyeccbl GopMUPOBaHUS M NMPOBEPKU 3/IEKTPOHHOU LMpoBos nognmcn”.

FOCT P 34-11-94. "WHgopmaumoHHass TexHonorus. Kpuntorpagpuyeckas 3awynta
nH@popmaLnn. QyHKUNS X3LWNPOBaHUs".

e obecnedyeHne KOHOMAEHUMANBHOCTM WU KOHTPOAA  LENOCTHOCTM  MHdOopMauum
nocpeacTsoM ee WUdpoBaHMS W MMUTO3ALWMUTbI, B COOTBETCTBMW C OTEYECTBEHHbIM CTaHAAPTOM
FOCT 28147-89 "Cucrembl 06pabotku nHgopmaunn. 3awmra kpuntorpagpuyeckas”;

e KOHTPO/b LEMIOCTHOCTU CUCTEMHOIO W MPUKIAAHOrO MPOrpaMMHOro obecneyeHuns Ans
€ro 3alWuTbl OT HECAHKLUMOHUPOBAHHOIO W3MEHEHMS WAM OT HaApyWeHWs MpaBUNbHOCTM
(YHKUMOHNPOBaHNS;

e ynpaBneHUa Knr4YeBbIMU 31EMEHTAMUN CUCTEMbI B COOTBETCTBUN C pErNMaMeEHTOM,

e obecneyeHne ayTeHTUdUKALMM CBA3bIBAIOLWMNXCA CTOPOH, KOHMOWUAEHUMANbHOCTU U
LLesIOCTHOCTU NepechbiyiaeMon MHOpMaLMn C UCMOb30BaHMEM cepTudmkaTos ctaHgapTa X.509;

e YCTaHOBNIEHME QayTEHTMYHOro 3alULEHHOr0 COeAMHEHUS C  UCMOJIb30BaHMEM
npoTtokona Kpuntollpo TLS;

e 3awwuTa IP-coeamHeHnn ¢ mncnonb3oBaHueM npoTtokonos Kpuntollpo IKE, Kpuntollpo
ESP;

e obecneyeHne KOHPUAEHLNANBHOCTU M KOHTPOS LLEeNIOCTHOCTM M aBTopulauuns daiiios
M MHPOPMaLUMOHHbIX COObLWEeHNI;

e obecneyeHne ayTeHTUDMUKaUUK;
e obecneuyeHne ayTeHTUdMKaLMA Nonb3oBaTens B AoMeHe Windows.

MpuMmeuaHume. IOpuanyeckas 3Ha4YMMOCTb 3/IEKTPOHHbLIX AOKYMEHTOB
obecneumBaeTcs 3a cyeT PpyHKUMoHupoBaHus CK3U n ncnonbzyemMoro coBMecTHO
C HuM YL, B cooTBeTcTBUM TpeboBaHusaMK, npeabsBaseMbiMM  degepanbHbIM
3aKOHOM «06 3NEeKTPOHHOM NOoANUCKU». Mpu aBTOMATUYECKOM CO34aHUM W
npoBepKe 3/1eKTPOHHAsA MNOoAMNUCb U CepTUdMUKAT KJkoYa MNPOBEPKU 3NEKTPOHHOMN
noanucu, copmmnposaHHbii YL, yaosneTBopstoT TpeboBaHUAM AAHHOIMO 3akoHa
ANns KkBanuduumpoBaHHOM 3n1ekTpoHHoW noanucu (Ctaten 5, 12 3akoHa 06 2I1).

Ona  obecneyeHus co3gaHuMs  KBanMMUUMPOBAHHOW  noanvcuM B cpeje
(dYHKUMOHMpPOBaAHMSA  KOMMnekca cpeacrtea Ol AO/KHbI  yAOBNETBOPSTh
cneaywwmm TpebosaHmam GegepasnbHOro 3aKOHa «06 3N1EeKTPOHHOW NOAMUCU :

|..| e [MOKasbiBaTb MUy,  MOAMWUCHLIBAIOLWLEMY  3JIEKTPOHHbLIA  AOKYMEHT,
= coaepxxaHue nHbopMaL MM, KOTOPYI OH NOAMNUCHIBAET;

e co3paBaTtb Il TOALKO nocne noAaTBepXAeHWs NUUOoM, NOAMUCbIBAKOLLNM
3N1EeKTPOHHbIN AOKYMEHT, onepaumn no cosganHuto 3M;

o O[IHO3HAYHO NokKa3blBaTb, YTo Il co3aaHa;
Mpwn nposepke 3l cpeactsa 3 [OMKHbI:
e 0KasblBaTb COAEpPXaHWE 3/1EKTPOHHOIO AOKYMeHTa, nognnucaHHoro 3r1;

e nokasbiBaTb MHMOPMALUUIO O BHECEHUWU M3MEHEHMA B NoAnuCaHHbIn Il
3NEKTPOHHbIN AOKYMEHT;

o YKa3biBaTb Ha nnuo, C UCNOJIb3OBAHMUEM KJitO4a on KOTOpPOro nognumcaHbl
S/1EKTPOHHbIE AOKYMEHTHI.
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2. lNporpaMMHoO-annapaTHblie cpeabl pyHKUMoHnpoBaHnsa CK3U

CK3U1 XTAK.00083-01 dpyHKUMOHUPYET B Clieayowmx nporpaMMHo-annapaTHbIX cpefax:

Windows 2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2/10/2016 (ia32, x64).
Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMMHO-annapaTHble cpeabl,
yaosneTsopsitowme ctaHaapTy LSB 4.x:
Cent0S 4/5/6/7 (ia32, x64)
TA, OC AUC ®CCN Pocecuum (GosLinux) (x86, x64)
Red OS (x86, x64)
Fedora 23/24/25 (x86, x64)
Linpus Lite 1.3 (ia32)
Mandriva Enterprise Server 5, Business Server 1 (x86, x64)
Oracle Enterprise Linux 4/5/6/7 (ia32, x64)
Open SUSE 13.2, Leap 42 (ia32, x64)
SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64
Red Hat Enterprise Linux 4/5/6/7 (ia32, x64)
CuHTe3-OC.PC (x86, x64
Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10
(ia32, x64)
Linux Mint 13/14/15/16/17/18 (x86, x64)
Astra Linux Special Edition (x86-64)
ALT Linux 7 (ia32, x64);
ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBANbT/HUKENb (x86, x64);
Debian 7/8 (ia32, x64);
FreeBSD 9/10, pfSense 2.x (ia32, x64);
Solaris 10/11 (sparc, ia32, x64);
AIX 5/6/7 (Power PC);
Apple i0S 6.0/6.0.1/6.0.2/6.1/6.1.2/6.1.3/6.1.4/6.1.5/6.1.6/7.0/7.0.1/7.0.2/7.0.3/7
.0.4/7.0.5/7.0.6/7.1/7.1.1/7.1.2/8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/
8.4.1/9/9.0.1/9.0.2/9.1/9.2/9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10
(ARM, arm64, arm7s);
Mac 0OS X 10.7/10.8/10.9/10.10/10.11/10.12 (x64);
BupTyanbHble cpeabl
Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
VMWare WorkStation 11/12 (x86-64);
VMWare Player 7/12 (x86, x64);
VMWare Sphere ESXi 5.0/5.1/5.5/6.0 (x64);
Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);
RHEV 3.4/3.5/3.6/4.0 (x64).

3. NcnonHeHnunsa CK3U

CK3UM XXTAN.00083-01 BbinycKaeTcs B TpEX UCMOSTHEHUAX:

UcnonHeHune 1 knacca 3awmtbl KC1 BbINOMHEHO B COCTaBe:

Kpuntonposanaep;
Kpuntogpavneep;
MoAyNnb ceTeBOWn ayTeHTudukaumm (TLS);

MOAynb ayTeHTudMKauum nonb3oBatens B pgoMeHe Windows (B OC
Windows);
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moaynb npoTtokonos Kpuntollpo IKE, Kpuntollpo ESP (B OC Windows,
Linux);

mMoaynb wudpytowen dannoson cuctembol Kpuntollpo EFS (OC Windows);
MOAY/b NoAAEepPXKM uHTepderica Microsoft CNG;

MoAynb noanepxku nHtepdenca Mozilla NSS;

cepBucHble moaynu (cpverify, wipefile, stunnel)

N OYHKUMOHMPYET B NpOorpaMMHO-annapaTHbIX cpeaax n.2.

UcnonHeHune 2 knacca 3awmtbl KC2 BbINOMHEHO B cocTaBe UcCMonHeHuMs 1 ¢ gobaBneHuem
YTUNNTbI BbIpabOTKM BHELUHEN raMMbl, U DYHKLMOHMPYET B NporpaMMHo-anna-
paTHbIX cpeaax Mn.2 3a uckatodeHmem Apple iOS (ARM), Mac OS X (x64) wn
nnatdopmbl MIPS.

UcnonHeHme 3 knacca 3awunTtbl KC3 BbINO/IHEHO B COCTaBe:
Kpuntoapaneep;
KpUNToCepBuC;
MoAy/1b ceTeBOM ayTeHTUdukauum (TLS);
MoAyNb ayTeHTudumKaumm nonb3osaTtens B foMmeHe Windows;
mMoaynb npotokona Kpuntollpo IPSec;
mMoaynb wudpytowen dannoson cuctemol Kpuntollpo EFS (OC Windows);
MOAY/Ib KOMaHAHOW CTPOKM;
yTuAnTa BblpaboTKN BHELUHEN raMMbl;
CepBUCHble NMpPOrpamMmbl

N dYHKUMOHMPYET B MNporpaMMHo-annapaTtHblX cpegax Windows
2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2/10/2016 (nnaTtdopma ia32,
x64).

c naketoM Secure Pack Rus Bepcuu 3.0.

4. OcHoBHble xapakTtepuctnku CK3U

4.1. Pa3Mepbl KO4en

Pasmepbl KAoYeln a1eKTPOHHON NOAMUCH:

e  KJIHOY 3/IEKTPOHHON noanucn — 256 6uT;

e KJIHOY MPOBEPKN 3/IEKTPOHHON noanucn - 512 6uT.
Pasmepbl KntoYeln, NCnonb3yemblX Npu WNHPOBAHUN:

e 3aKpbITbll KoY — 256 6uT;

e OTKpbITbIA KoY - 512 6uT;

e CUMMETPUYHbLIN KoY — 256 6uT.

4.2. Twvnbl KAKOYEBbIX HOCUTENEN
B kauecTBe KOYEBbIX HOCUTENEN UCMONb3YHOTCS:
rMma 3,5";
USB auvcku;
31eKTPOHHBIN KNtoY ¢ uHTepdencom USB (e-Token, Jacarta);
CmaptkapTtbl PUK, Ockap, MarucTtpa, Y2K;
CmapTtkapTta MS_KEY K;
naeHtTuoumnkaTopbl Touch-Memory DS1995 - DS1996 MAK 3awwntbl ot HCA (Akkopa-AMA3,
3N1eKTPOHHbIA 3aMok "Cobonb);
¢ Rutoken, Rutoken SD;
e Cwmaptkaptbl Athena IDProtect, INPASPOT, MorphoKST, Cha cardOS, Cha JCOP, MPCOS-
Gemalto;
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e Pasgen HDD MN2BM (B OC Windows — peecTp).

Mcnonb3oBaHWe K/OYEBbIX HOCUTENEel B  3aBUMCMMOCTM OT MpOrpaMMHO-annapaTHOM
nnaTgopMbl onucaHo B NyHkKTax 3.8, 3.9 gokyMmeHTa "XXTAWN.00083-01 30 01. CK3U "KpunTtollpo
CSP". ®opmynsp.

Mpumeuanme 1. B coctaB anctpubytnea CK3U XTHAN.00083-01 BxoasaT
6nbnmoTekn NoaAEPXKKN BCEX NEPEYNCIIEHHbLIX HOCUTENEN, HO HE BXOAAT
apaveepbl ansa OC. Mo BonpocaM nosy4vyeHus gparisepos Heob6xoanmMo
obpalaTtbCcs K NPOM3BOAMTENSAM COOTBETCTBYIOLMNX YCTPOMCTB.

[l_.!__!_“ MpuMeyaHue 2. [JonyCKaeTCsd XpaHeHMe 3aKpbITbIX KAOYEN U KIOYEN
noanncn B peectpe OC Windows mn B pasgene HDD (B cnyyae apyrmx
OC) npwu ycnoBuu pacnpoctpaHeHmsa Ha HDD wim T2BM c¢ HDD
TpeboBaHuii No obpalleHnto C KIYEBbIMU HOCUTENSIMU, B TOM 4YUCIIE U
nocne yganeHus K4en U3 peecrpa.
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5. Peanunzauuna Kpuntollpo CSP

5.1. Ctpyktypa CK3U
Ctpyktypa CK3W KpunTtollpo CSP v. 3.9 (OKTAN.00083-01) npeacrasneHa Ha puc. 1.

Cerenne Emouensll BOCETEDS
OnepanEoEEAA CHCTEMA E I
' v
[ Hereppeicsset | [Hacpeisaoc |
IIpanexenne
Epenrollpe TLS ﬂ
P Hrrepdesic
Kpanrollpe IKE A CrypeatP1 20| \[
" Crypt3(Wind2,6d || C ?;Eu (Umiz) !
3 4
) PECS#11 ﬂ:;ﬁ':u
j"t m“ml:.'
HOCHTRTER
| HEepieic Kpsrollpo CSF ass Firepéesc Kpsmrollpo CSP
I 1L
Bnﬁ;:;m din, ASN.1 Eu al
apafBepsl ey i .E:IIE]]HEII’;:
Epuarrollpe CSP
ITamens ynpaBIeHHA I
ili
L2 IIK3H
I BaoJCY I —_—
\\H.u:pn OMEPANHOHHOE CHCTEMET
| #pca rB‘mnm ranoaa |
| =IO I Jpaiasep C5P
EFS |__Esp

| Cacresa HE sammrea |

| cocrem oopmmo ez _| CK3H yposas axpa OC

CK3H Puc. 1. Crpyxrypa CK3H "Kpamrollpo CSP” v. 3.9
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5.2. CocrtaB nporpaMMHoro obecneuyeHnsa CK3U
CK3WU pyHKUMOHMPYET Ha OAHOM M3 OABYX YPOBHEN:

- YPOBEHb NPUIOXKEHUS;
- ypoBeHb gapa OC.

B coctaB CK3U BXxoaqaT:

bubnuoteku dll, cepsucel, gpareepbl Kpuntolpo CSP.

Moaynb cetesol ayTeHTUdUKaunm Kpmuntollpo TLS.

Moaynb IKE, ESP ansa ncnonb3osaHusa B npotokone Kpuntollpo IPSec.
Moaynb Kpuntollpo Winlogon.

Kpuntorpaduyeckunin nHtepdenc Kpuntollpo CSP.

MporpaMMHbIN AaTumk cnydamHbix ymucen (MACY) ¢ uHcTannsauuen ot dpusmyeckoro ACYH
(®ACH) BcTpamBaeMoro nporpaMMHo-annapaTHoro komnnaekca (MAK) 3awmtel ot HC/A,
BbuoCH, BHeLWHEN raMMbl.

MAK 3awmntbl oT HCA (B ncnonHeHusx 2 - 3).

KOHTpOAb LenoCcTHOCTN NporpaMMHOro obecneyveHus.
CucrtemMa MHXeHepHo-Kpuntorpadunyeckon 3alumTol.
Cucrema 3awmntbl oT HC, (Mcnonb3yeTcs onunoHasnbHO).

5.3. CoctaB SDK CK3U1

B coctaB SDK CK3W BX0oASaT AOKYMEHTbI, ONUCbIBaOWME MHTEPdENChI:

CSP_3 9.chm
CAPILite_3_9.chm
SSPI_3_9.chm
reader_3_9.chm

MpumMepsbl:
rdk
samples

B coctas Kpuntollpo EFS (2KTAW.00051-01 30 02) BXOAUT AOKYMEHTaUMS:

cpefs.chm

B coctaB Kpuntollpo IPSec BxoguT AOKYMEHTaums:

ikespah.chm

5.4. CoctaB noacucrtemsbl nporpamMmHon COK.
B coctas nogcuctembinporpaMmHort COK BXOAAT KOMMOHEHThI:

MpunoxeHune (MpuknagHoe NnporpaMmmMmHoe obecneyeHune, ncnosnbaytowee CK3N).

NHTepdeiic SSPI (noaMHOXeCTBO MHTEpdEeNca Kpuntorpaduyeckmx npoToKooB
Secure Support Provider Interface (SSPI, CryptoAPI v. 2.0) ana peanusaumu
NpoTOKONa ceTeBOW ayTeHTUdmkaumm TLS v. 1.0 (noa ynpasneHuem OC
2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2).

Moaynu HacTtporiku OC Windows ansa obecneyeHus gyHkunoHmposaHus CK3N.
NHTepdelic CryptoAPI 2.0.

CpeactBa Crypt32(Win32,64) ans obecneyeHus paboTbl € cepTudmkatamm c
ncnonb3oBaHuem mHtepdenca CryptoAPI 2.0 yepe3 kpuntorpaduyeckmin nHTepdenc
Kpuntolpo CSP nog ynpasnennem OC Windows 7/2008R2/8/2012/8.1/2012R2.

CpeactBa Capilite - gna obecneyeHus paboTbl ¢ cepTudmKaTaMm C UCMNOSb30BaAHUEM
mHTepdenca CryptoAPI 2.0 yepe3 kpuntorpaduyveckun mHtepdenc Kpuntollpo CSP
noa ynpasneHnem OC cemencTtea UNIX (Linux , FreeBSD, Solaris, AIX).
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. Kpuntorpaduueckuin nHrepderic Kpuntollpo CSP.
. LLTaTHbIE MHTEPDENCHI KITHOYEBBLIX HOCUTENEN.
. ASN.1 - cuctema KogMpoBaHusl/aekoanpoBaHnsa AaHHbIX B dopmaTax ASN.1.

Coctas mogynen CK3W wu noacucremsl nporpaMmMHonn COK ana COOTBETCTBYHOLWMNX
nporpaMMHoO-annapaTHbIX cpes KOHKpeTusupyetcs B agononHeHusax XTSHAKM.00083-01 90 02-01,
XTAN.00083-01 90 02-02, XXTAN.00083-01 90 02-03, XTAWN.00083-01 90 02-04, XXTAN.00083-01
90 02-05, XXTSAN.00083-01 90 02-06, XTAN.00083-01 90 02-07 k gokymeHTy XTSKN.00083-01 90
02. KpunTtollpo CSP. PykoBoacTBO agMMHUCTpaTopa 6e3onacHocTn. Obwasa yacTb.

OCHOBHOM apxuTekTypHoii ocobeHHocTblo CK3UM Kpuntollpo CSP gBnsietca TO, u4TO
nporpaMmMHass COK He wuMeeT HENOCPeACTBEHHOrO JAOCTyMNa K K/IOYeBOW W KpunTorpaduyeckn
3HauYMMoOM MHGOopMaumn. Bce onepaumm C 3aKpbITbIMWM U CECCUOHHBIMU (CMMMETPUYHBIMK) KilOYaMU,
He3aBepLEHHbIMW  3HAYEHUSAMM  X3W-(PYHKUMA U T. M. OCYLLECTBASAOTCA Yepe3 AeCKpuMTopbl
COOTBETCTBYIOLLMX 06BLEKTOB; AECKPUMTOP 06bEKTa HE COAEPXKUT €ro aapec B SIBHOM BUZE.

6. MNpnumeHeHne CK3UN XTAN.00083-01

Bo3MoxHbI cnegyowme npumeHenms Kpmuntollpo CSP:

1. MNMpumeHeHue Kpuntollpo CSP B cocraBe CTaHAApPTHOrO nporpaMMHoro obecnedeHus
Microsoft 1 Agpyrux KoMnaHui, uWCNonb3ylWKMx Kpuntorpaduyecknii uHTepdenc B
COOTBETCTBUM C apXMTEKTYpon Microsoft.

2. BctpamBanHme Kpuntollpo CSP BO BHOBb pas3pabatbiBaeMoe wnu CcyulecTeylulee
npuknagHoe nporpaMmmHoe obecrneveHue.

7. Wcnonb3oBaHne CK3U B cTaHAApTHOM NpOrpamMMHOM
obecneyeHnmn

MporpamMmmHoe ob6ecnedeHme CK3U XTAW.00083-01 no3BonseT MCNOMb30BaTb POCCUNCKME
KpunTorpaduyeckne anroputMel U cepTuduKkaTbl OTKPbITbIX Kaoden ctaHgapta X.509 ¢ pa3nnyHbiM
nporpamMMmHbiM obecneveHnem Microsoft:

e LleHTp Ceptndukaumnm - Microsoft Certification Authority, Bxoaswwun B coctaB Windows
2000 Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server, Windows 2012R2 Server.

e DnekTpoHHas nouyta - MS Outlook (Office 2013, Office 2010, Office 2007, Office 2003,
Office XP, Office 2000).

e DnekTpoHHas nouyta - Microsoft Outlook Express B coctaBe Internet Explorer/Edge, MouTa
Windows Mail, Live Mail.

e Microsoft Word, Excel, InfoPath n3 cocrasa Microsoft Office 2003, 2007, 2010 (c nomMowbo
nnarmHa Kpuntollpo Office Signature).

e CpeactBa KoOHTpons uenoctHoctn [0, pacnpocTtpaHseMoro no cetu - Microsoft
Authenticode.

e Cnyx6bl TepmuHanoB ans Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server, Windows 2012R2 Server (BkAto4as W03 cnyx6 TepmMmHanos).

e 3awwmuta TCP/IP coeamHeHuir B cetn MIHTepHeT - npotokon TLS/SSL npu B3aMMoaencTBum
Internet Explorer/Edge — web-cepgsep IIS, TLS-cepBep, TLS-knueHT (IE).

e SQL-cepsep.

e ISA cepsep.

e CepBep TMG

o Cepsep UAG.

e CepBep TepMnHanoB u knneHT (RDP).

Moa ynpaesnenmem UNIX-nogo6Hbix OC CK3U XTAN.00083-01 Kpuntolpo CSP ncnonb3syertcs
C NporpaMMHbIM obecnevyeHnem:
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Certmgr (Kpuntollpo Certmgr).
CryptCP.

Apache Trusted TLS (Digt).
Trusted TLS (Digt).

MpuMmeuaHue. Mcnonb3oBaHne CK3W B cTaHAapTHOM MporpaMMHOM obecrneyeHun [O0MXKHO
OCYLLeCTBAATLCA B COOTBETCTBMM € N. 1.5 ®GopMmynapa XTAW.00083-01 30 01.

Poccuitckne kpuntorpadumyeckme anroputMbl M cepTuduKaTtbl OTKpbITbIX kaoden X.509
MCMNOMb3YKTCA C YKasaHHbIM MNporpaMMHbIM obecrneyeHMeM B COOTBETCTBUM C MeXAYHAPOAHbIMU
pekoMeHAauMsaMun:

e "Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94 algorithms

with the Internet X.509 Public Key Infrastructure Certificate and CRL Profile"
(rfc4491) onucbiBaeT NCMNOMb30BaHME POCCUNCKMX KpUNTOrpaduieckmMx anroputmos B
MH@PaCTPYKType OTKPbITbIX Ktoder uHTepHeT (PKIX, Internet X.509 Public Key
Infrastructure). B naHHOM AOKYMeHTe OnucaHbl GopMaTbl NPeACTaBAE€HUS OTKPbITbIX
knoden 31, ncnonb3lyemblX A9 CO3[AAHUSA CEPTUPMKATOB OTKPLITbIX KIAOYER U
CNUCKOB  OTO3BaHHbIX cepTudukatos X.509, wunaeHTMdUKaTopbl  anropmTMoOB,
COOTBETCTBME MapaMeTpoB KpUnTorpadunyeckux anroputMoB UxX naeHTudmkKaTopam.

e "Additional cryptographic algorithms for use with GOST 28147-89, GOST R 34.10-94,

GOST R 34.10-2001, and GOST R 34.11-94 algorithms" (rfc4357) onucbiBaeT
[OMONHUTENbHbIE  anropuUTMbl, Heobxoammble Ans  ucnonb3oBaHms [OCT 28147-89,
FOCT P 34.10-2001 n T'OCT P 34.11-94. B uncno atnx AOMNOJIHEHUI BXOASAT: PEXUMbI
AOMOAHEHNS AaHHbIX Ansa 6no4yHoro wugposaHusa no NOCT 28147-89 n CBC, 6no4yHoe
wndpoBaHme C 3auenneHnem (pexum wundposaHms CBC), knoueBoe X3WMpOBaHWe
(HMAC Ha 6asze T'OCT P 34.11-94), npeobpasoBaHMe K/tOYa M CUMHXPOMOCLUIKM Mocse
06paboTkn ouepeaHbix 1 K6 AaHHbIX, reHepaums MNCEBAOCTyYaliHOM MoC1ea0BaTe/lbHOCTU
(aHanor PRF Ha 6a3e HMAC), dopMupoBaHue kntoya obMeHa (cornacoBaHus) Ha 6ase
OCT P 34.10-2001, dopmMupoBaHue KI4a  3kcnopta pabouero  kwua,
anBepcudukaumsa Kawda, aKCNopT pabouero kw4a Ha K/4Ye 3KCnopTa, 3KCNopT
pabouyero knw4ya Ha kawove obmeHa, Habopbl CTaHAAPTHLIX MapaMeTpoB asrOPUTMOB
(Hanpumep, ansa wudpoBaHMa - y3en 3aMeHbl, PexuMm LWNPpoBaHUs, anroputMm
YCNOXHEHUS KtoYa), 3a4aBaeMble naeHTndmkaTopamu.

e "Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST R 34.10-

2001 algorithms with the Cryptographic Message Syntax (CMS)" (rfc4490)
OMUCbIBAET  MCMONb30BaHWE  POCCUNCKUX  KpunTorpauyeckux anroputMoB B
[OKYyMeHTax, yaoBnersopstowmnx craHaapty CMS (Cryptographic Message Syntax), B
YaCTHOCTU, NPUMEHAEMOM AN 06MeHa 3alULLEHHBIMU COOBLLEHNSIMU MO 3NEKTPOHHOM
noyte v SIBASIOWMMCS CTaHAAPTOM Ha MpeAcTaBfieHWEe 3/1IEKTPOHHOrO0 [OKYMeHTa B
3alUNLLEHHOM BMAE C MCMOJSIb30BAHWMEM 3MEKTPOHHOM noanucu wu wudgpoBanus. Ons
wndpoBaHHbIX coobLLueHn onucaHbl oba BapuaHTa: OOMeH KJ4YaMu U TpaHCnopT
kntova (key agreement n key transport).

e [lpoekT "Addition of GOST Ciphersuites to Transport Layer Security (TLS)" (draft-

chudov-cryptopro-cptls-01.txt) sasnserca pnononHeHmem Kk cneundukaumm RFC
2246 B 4aCTu OMNUCaHUS NPUMEHEHUS POCCUMCKMX anropuTtMoB. lpoTokon TLS(SSL)
LWMPOKO MCMNONb3YyeTCA AN 3aluTbl CEeTEBbIX COEAWHEHWW, U, B YACTHOCTU, ANs
3alMlleHHoro aoctyna Kk Be6-camtam (HTTPS). [OKYMEHT OMNWUCbLIBAET 4YeTbipe
mexaHusMa (Cipher Suites), peanusylwmx Ka4YeBble MPOTOKO/bl MPU NCNOSIb30BaHUMN
OTKpbITbIX Kntovelr [OCT P 34.10-2001. lepBble ABa WCNOAb3YKOT wWUdpoBaHue
FOCT 28147-89 n KOHTpPOSb ULENOCTHOCTU C MOMOLLUBbIO WMMUTOBCTaABKU, TPETUM W
yeTBepTbIA HE UCMOJb3YIT WKUdPOBaHNE N KOHTPOJIMPYIOT LLeIOCTHOCTb C MOMOLLbIO
kntoderoro xewa (MAC) Ha ocHoBe anroputma F'OCT P 34.11-94.

e [lpoekT "Using algorithms GOST R 34.10-2001, GOST R 34.10-94 and GOST R 34.11-

94 for XML Digital Signatures" (draft-chudov-cryptopro-cpxmidsig-00.txt)
ABNAETCA [AOMOSIHEHMEM K CYLLeCTBYOLWEMY AOKYMEHTY, OMWCbIBAlOWEMY MpaBuna
npumeHeHnsa 2l B AokymeHTax ¢opmata XML "XML-Signature Syntax and
Processing"”, npuHsaToMy koHcopumymoMm W3C, B 4aCTu WCMOSb30BaHUS POCCUNCKUX
aNIrOpUTMOB 3N1E€KTPOHHO-UMPOBOIM MNOANUCH.
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8. Ncnonb3oBaHne CK3W ¢ nporpaMMHbIMKN NpoAYyKTaMu
pa3pabotkn OO0 «KPUMNTO-MPO»

MNMporpamMmHoe obecneueHne CK3U XTAW.00083-01 MOXeT MCMONb30BaTbCA C MPOrpaMMHbIMU
npoayktamm paspabotkn OO0 «KPUMTO-MPO»:
«KpunTollpo YLU»;
«Kpuntolpo OCSP»;
«Kpuntollpo TSP»;
«KpnnToAPM>»;
«CryptCP»;
«KnneHnt Kpuntollpo HSM».

9. BcrpamBanne CK3U

ApxuTtektypa CK3U XTAN.00083-01 obecneumBaeT BO3MOXHOCTb €ro BCTpanBaHus B
pasfnuyHbie NporpaMMHoO-anmnapaTHble cpeabl.

CK3W MoxeT 6bITb MCNOMIb30BaHO NPUKIaAHbLIM NPOrpaMMHbIM obecnevyeHMeM C NOMOLLbIO
3arpy3km moayns Bbi3oBoM ¢pyHKUun LoadLibrary(). ns 3TMX uenen B KOMMNJIEKT NOCTaBKM
BKtOYaeTcs AokyMeHT "XXTAM.00083-01 90 05. Kpuntollpo CSP. PykoBoacTeo nporpammmcra”,
onucbiBaWwmm coctas PyHKUM un Tectooe MMO. MNpu Takon peanusaunm npuknagHomy MO goctyneH
JNIMLWb OrpaHMYEeHHbI Habop HU3KOYPOBHEBLIX KpUNnTorpaguyeckmux @yHKLMUN, COOTBETCTBYOLMNA
nHTepdeicy Microsoft CSP.

Mpwu ncnonesosaHun CK3W noa ynpasneHnem onepaumoHHon cuctembl iOS 3arpyska
6unbnunotek npu nomowm dyHkummn LoadLibrary() HeBo3MoxHa. [ns 3TOM onepauMoHHON CUCTEMbI
BCTpavBaHMe AO/HKHO NPOU3BOAUTLCS B COOTBETCTBUM C AOKYMEHTaLMeN, BXOASILLEN B COCTaB
dpenmBopka ans paspabotku. MNporpaMMHblii MHTepdeinc, npeaocTtasnsembii CK3W nog ynpaBneHuem
iOS, Takxe onucaH B AokyMeHTe "XXTAN.00083-01 90 05. Kpuntollpo CSP. PykoBoacTso
nporpamMMmcTa" U COOTBETCTBYET UHTepdelicy Microsoft CSP.

10. Ncnonb3oBaHune nHtepdenca CryptoAPI 2.0.

CK3M XTAN.00083-01 MoxeT 6bITb NCNOAb30BAHO MPUKIAAHbIM NMPOrpaMMHbLIM 0becrneyeHmnem
(kak n nwbon apyron kpuntonpoBanaep, nocrtasnsembii ¢ OC Windows) u4epe3 uHTepdeinc
CryptoAPI 2.0 (onucanune - B gokymeHTaumm MSDN - Microsoft Developer Network). B 3tom
cny4dae cnocob Bbibopa kpuntorpadunyeckoro anroputMa B NpuKNagHoOM nporpamMmHoM obecrneyeHumn
MOXeT onpeaensaTbcs uHbopMauunein, cogepxalencs B ceptTudunkaTax oTKpbITbiX ktodven X.509.

Ncnonb3oBaHue nHtepdeinca CryptoAPI 2.0 B OC Windows npecneayet uenu:

e obecrneyeHue Ana NpUKIAAHOrO YPOBHS AOCTyna K KpuntorpaduyeckuMm dyHKUUAM
(reHepaums KJHOYEn, dhopMupoBaHue/npoeepka 3/1EKTPOHHOM noanucwy,
wndposaHme/pacwmdpoBaHne AaHHbIX). DTa Uefb AOCTUIAETCsa NyTeM M30/IMPOBAHUSA NPUKNAAHOMO
YPOBHS OT YpPOBHA peanusauum Kpuntorpadpuueckmx dyHKuui. Tpun  3TOM  nNpukNagHbIM
NporpamMMMCTaM He HYXHO AEeTalibHO M3y4daTb O0COBEHHOCTU peanusauum TOr0 WM MHOrO anropuTMma
WM N3MEHATb KOA B 3aBUCMMOCTM OT aaropuTtma.

e N30/IMpPOBaHMe NPUKIAAHOrO YPOBHS OT YPOBHS Kpuntorpadunyeckmx @yHKUMIA C
BO3MOXHOCTbIO MCMOJIb30BaHMUS pasHbIX aJropuTMOB B pPas/iMUHbIX WX peanusaumnax, BKIOYas
annapaTHble.

Ha Unix-nnatdopmax nporpamMmmHas COK gononHuUTenbHO KOMMEeKTyeTcs moaynem capilite,
KOTOpbI/i COOTBETCTBYET MOAMHOXEeCTBY WHTepderica CryptoAPI 2.0 wn obecneunmBaetr Te Xxe
nHTepdelicHble pyHkumm B 3Tnx OC, uyto n B OC Windows.

10.1. Bbaz3oBble kKpunTorpadpunyeckne pyHKUMmn
K 6a30BbIM hYHKLMSAM OTHOCATCS:
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e  @MYHKUMM MHMUManmsaumm (paboTbl C KOHTEKCTOM). DTN (PYyHKUMM NpeaoCcTaBnsioT
NMPUNOXEHNIO BO3MOXHOCTb BblbpaTb OMpeaesieHHbI KpunTonpoBanaep no TUMY WMEHW Wan no
TpebyeMoit PyHKLNOHANIbHOCTH.

e @MYHKLUMWN reHepaumm karouen. 3Tn PyHKUuMM npefHasHadeHbl ana hbopMmnpoBaHus
N XpaHEeHUS KpunTorpadnyeckmnx Koden pasimnyHbiX TUMOB.

e ®@OYHKUMM ob6MeHa KAwuYaMMU. I3TU GYHKUMM npeaHasHayeHbl AN Toro, 4Tobbl
NPUNOXEHNS MO O0BMEHMBATLCA Pa3/INYHLIMKM TUMNAMW KJIKOYEBOW MH@OpMauum ans obecnevyeHus
B3aMMOZENCTBMSA Mexay coboi.

Mo ceoel dyHKUMOHaNbLHOCTM 6azoBble QYHKUMM AY6NMPYIOT HU3KOYPOBHEBLIN MHTepdenc
CSP.

10.1.1. ®yHKUMN KOANPOBAHUS/AEKOANPOBAHNS

OaHHble @yHKUMW npeaHa3HayeHbl Ans npeobpas3oBaHus (KOAMPOBAHWSA) U3 BHYTPEHHEro
npeactaeneHns obbekToB, ucnosb3yeMbiX B CryptoAPI, BO BHelwHee npeacTaBfeHne u obpaTHo. B
KayecTBe BHeLWHero npeacraBneHns ob6bekToB wucnonbdyetrca ¢opmat ASN.1 (Abstracy Syntax
Notation One), onpeaeneHHblin cepuen pekomeHpauun X.680. K atoi xe rpynne yHKUUA MOXET
6bITb OTHECeH Habop (yHKLUMIA, MO3BONSOWMX pacwnpuTb DYHKUMOHANbHOCTbL CryptoAPI 2.0 nyTtem
peanusaumm U permcTpauum co6CTBEHHbIX TUMOB 06BbEKTOB.

10.1.2. ®yHKUMM paboTbl CO CNpaBOYHUKAMKN cepTUDMKATOB

Ota rpynna QYHKUMA nNpeaHasHayeHa Aans XxXpaHeHus wu ob6paboTku cepTudukatoB B
pa3/INyHbIX TUMax CNpPaBOYHUKOB. B KayecTBe CNpaBOYHUKA MOTYT UCMOIb30BaTbCS CaMble pPa3/iNYHbIE
TUnbl XpaHunuw,: ot darna go LDAP.

10.1.3. BbicokoypoBHeBble pyHKUNM 06paboTKM KpunTorpadpuuecknx
coobueHnn

OTa rpynna ¢yHkumn (Simplified Message Functions) B nepByto ouepeab npeagHasHadeHa ans
MCMNOoMb30BaHUSA B NMPUKIAAHOM NporpaMMHOM obecnevyeHumn. C nxX NOMOLLBbIO MOXHO:

e 3awwundposaTb/pacwmndpoBaTtb COO6LEHMSA OT OAHOIO NMOAb30BaTENS K APYrOMYy
e [loanucaTtb AaHHble
e [lpoBepUTb NOAMNUCH AAHHBIX.

3™ dyHKuMM (Tak Xe Kak M (YHKUMM HU3KOro YPOBHS) OMepupyrT cepTudukatamm
OTKpbITbIX KNto4ven X.509 ana apgpecaumm oTnpasuTens/nonydartens AaHHbIX. B kauvectBe ¢dopmaTta
AaHHbIX ncnonb3dyetcs dpopmat PKCS#7 nnn CMS.

CK3WU Kpuntollpo CSP nopaepxuBaeT cepTuduKkaTbl OTKPbITbIX KJtodeln crtaHgapTta X.509v3
cornacHo RFC 5280 "Internet X.509 Public Key Infrastructure. Certificate and Certificate Revocation
List (CRL) Profile" ¢ yyetom RFC 4491 "Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST
R 34.11-94 Algorithms with the Internet X.509 Public Key Infrastructure Certificate and CRL Profile.

CK3U Kpuntollpo CSP noagaepxuneaeTt dopmaT Kpuntorpadunuecknx coobuieHmin cornacHo RFC
3852 "Cryptographic Message Syntax (CMS)" c yuyetom RFC 4490 "Using the GOST 28147-89, GOST
R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic Message
Syntax (CMS)".

10.1.4. HuskoypoBHeBble pyHKLUMMN 06paboTKK KpnnTorpadumyecknx
coobuweHnm

JdaHHaa rpynna ¢yHkumn (Low Level Message Functions) npegHasHaveHa ANs aHaNOMM4YHbIX
uenen, 4to M rpynna BbICOKOYPOBHEBbIX (yHKUMIA, HO obnagaetr 6osnbwen QyHKUMOHANBHOCTLIO.
Bmecte c Tem, 6onbwas @yHKUMOHANbHOCTb TpebyeT OT npuKIagHoOro nporpamMMmucta 6onee
AeTanbHbIX 3HaHWI B o6nacTn NnpuknagHon Kkpuntorpaduu.

10.2. Wcnonb3oBaHne COM uHTepdencos

KpunTolpo CSP moxeT 6biTb ncnonb3osaHo n3 COM mnHtepdericos paspabotkm Microsoft:
e CAPICOM
e Certificate Services
e Certificate Enrollment Control
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10.2.1. Certificate Enrollment API (Windows
2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2)

UHTepdeiicol  Certificate Enrollment API (peanusoBaHHbie B dainne certenroll.dll)
npefHasHadeHbl A1 FeHepauuu Kito4yel, 3anpocoB Ha cepTudukatbl, 06paboTkm cepTudmnkaTos,
Nnony4yeHHbIx oT LleHTpa CepTudurkaumm ¢ UCNob30BaHMEM PasfIMYHbIX A3bIKOB NMPOrpaMMMpPoOBaHUS.

ITOT nHTEepdenc ncnonb3ytoT pasnnyHble LleHTpbl Ceptudmkaumm (VeriSign, Thawte u 1. 4.)
npn @OpMMpPOBaHUM 3anpocoB Ha cepTuduKaT nonb3osatenen Ha nnatpopme Windows
2003/Vista/2008/7/2008R2/8/2012/2012R2.

10.2.2. CAPICOM

CAPICOM (peanusoBaH B (¢anne capicom.dll) npegoctaBnser COM wuHTepdelic,
MCNONb3yoLWmMi OCHOBHble (yHKUMKM CryptoAPI 2.0. DTOT KOMMOHEHT SBNSeTCa A06aBNeHUEM K yxe
cywectBytowemy COM uHTepdeicy Certificate Enrollment Control (xenroll.dll), koTopblli peanusytoT
KNNeHTCckue @YHKUMM reHepauum KAYeln, 3anpocoB Ha cepTudukaTtel U obMmMeHa ¢ LeHTpoMm
Ceptudukauymm.

CAPICOM nosBonser wucrnonb3oBaTb @YyHKUMM (HOPMUPOBAHUSA WU MPOBEPKU 3SNEKTPOHHOM
noANMUCK, MNOCTPOEHUST M MPOBEPKM Leno4Yek CcepTudukaTtoB, B3aMMOAENCTBUA C pas/INYHbIMU
cnpaBoYHUKamMn ceptudukaToB (Bknwodasa Active Directory) ¢ ucnonb3osaHuem Visual Basic, C++,
JavaScript, VBScript u cpeabl paszpabotkun Delphi. Mcnonb3zosaHne CAPICOM no3sonseTr peannsoBaTb
dYHKUMOHaNbHOCTb "TOHKOro" knneHTa B MHTepdeince 6paysepa Internet Explorer/Edge.

CAPICOM sBnsetcs cBob604HO pacnpocTpaHsAeMbIM, U NMocTaBasieTcs B coctaBe Redistributable
WHCTpPYMeHTapus paspaboTtumka Microsoft Platform SDK.

10.2.3. Certificate Services

Certificate Services Bkntouyaet B cebs Heckonbko COM nHTepdencoB, NO3BONASAOWMX U3MEHUTb
dyHKUMOHanbHOCTb LleHTpa CepTtudukaummn, Bxoaswero B coctae OC Windows 2000/2003 Server.
Mpw noMoLWM AaHHbBIX MHTEPdENCOB BO3MOXHO U3MEHEHME:

e 06paboTKKM NOCTYNaLWMX OT NoSb30BaTeNEl 3anpocoB Ha cepTUdUKaThl;

e COCTaBa JAaHHbIX (B TOM uucne ponosiHeHuih X.509), 3anucbiBaemMbiXx B u3gaBaeMble
LeHTPOM cepTudmukaTbl;

e cnocoba nybnukaummn (XxpaHeHUs) U3[aHHbIX LEHTPOM CEPTUPUNKATOB.

10.3. Wcnonb3oBaHne CK3U B Beb-6pay3epax

Kpuntolpo CSP MoxeT 6bITb MCNonb30oBaHO B Beb-6pay3epax Ha pasfnMyHbIX MNPOrpaMMHO-
annapaTtHblX nnatdopMax nNyTéM Bbi3oBa GyHKuMn moayns Kpuntollpo 3UM Browser plug-in,
Bxoasuwero B coctaB Kpuntollpo PKI SDK.

Kpuntolpo 3UM Browser plug-in coaepxut komnoHeHTy ActiveX ana paboTbl B Microsoft
Internet Explorer/Edge u nnarud NPAPI ana apyrux Beb6-6pay3epoB, noaaepXvBawWMX AaHHbIN
nHTepdeinc BcTpamBaHusa nnarnHoB. ®yHkumm CK3U MOXHO Bbi3biBaTb U3 cueHapues JavaScript,
coaepxaulmxcs B otobpaxaemon Beb-6pay3epom cTpaHuLe.

MNoapobHas MHdopmMauus [OCTYrHa CTpaHuue nnaruvHa no ajapecy
http://www.cryptopro.ru/products/cades/plugin.

10.4. lloppep>ka npoTokosia TLS

Moaynb nNOAAEpXKW ceTeBOM ayTeHTUuduKauum Mno3BONSET peanu3oBaTb 3alUULLEHHbIN
CeTeBOM NPOTOKO/T B COOTBETCTBMU C pekoMeHaaumamm RFC 2246 "The TLS Protocol. Version 1.0"
W npoekTtoM pekoMeHgauun "Anroputmbl FOCT ansa Transport Layer Security (TLS)". Moaynb
obecrneumMBaeT [ABYCTOPOHHIOW UM OAHOCTOPOHHION  ayTeHTUMDUKAUMIO  MNPUIOXKEHUA Npu KX
B3aMMOAENCTBUM MO CETU C UCMOAb30BaHMEM anropmtMa Il 1 cepTU@PMKaATOB OTKPbITbIX KOYEN, a
Takxe WndpoBaHMe AaHHbIX, NepeAaBaeMbiX B CETEBOM COEAMHEHNM.

MpuknagHoe nporpamMmmMHoe obecneyeHMe MOXET WCNOMb30BaTb npoTokon TLS ans
ayTeHTUdMKaAUNUM U 3almMTbl 4aHHbIX, NepeaaBaeMblX Mo CO6CTBEHHbIM MPOTOKONaM Ha ocHoBe TCP/IP
n HTTPS.

MpoTtokon TLS (Transport Layer Security, cneundukaums IETF - RFC2246) oTHocuTCS K
CpeAcTBaM 3awWuTbl NpukiagHbiXx naketoB Microsoft Internet Explorer/Edge, Internet Information
Services (IIS), Microsoft SQL Server 2000 u COM+. OH obecneunBaeT ayTeHTUdMKALNIO
CBA3bIBAIOLWINXCSA CTOPOH, KOHMMAEHUMANbHOCTb M LENOCTHOCTb MepechkiliaeMon  WMHGOopMaumu.
AyTeHTudunkaums obecneuymBaeTcs WMCNONb30BaHMEM cepTudukaToB cTtaHgapta X.509 (B cpepax ¢
CUIBHOW ayTeHTuduKaumen), KOHOUAEHUMANBHOCTb — LWWQPOBAHMEM MNEpecbiaeMblX AAHHbIX,
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LEe/IOCTHOCTb — TMpPUMEHEHMEM Xew-PyHKUMM U Koaa ayTeHTudukaumm coobuweHuss (Message
Authenticity Code, MAC).

Ons nogkntodeHus no npotokony TLS ucnonb3ayetcs npedukc https, npwu aToMm obo3peBaTenb
Web-cepsepa no ymonuaHuto 6yaet noakntodaTtbcs k nopty TCP 443 BmecTo ctaHgapTHoro nopta TCP
80. Ecnu cepBep He nopaepxkuBaeT npoTokon TLS, coeanHeHune He ycTaHaBnuBaeTcs. [poTokon
SSL/TLS (SSL - 6onee paHHMe BepcMW MpoOTOKONA) NpuMeHsieTca MHTepHeT-npoTokonamu (Tabnuua
1).

Ta6bnuua 1.
MpoTtokon | MopTt OnucaHue
HTTPS 443 HTTP no SSL/TLS
SMTPS 465 SMTP (aneKkTpoHHasg no4yta) no SSL/TLS
NNTPS 563 NNTP (HoBocTtn) nmo SSL/TLS
LDAPS 636 LDAP (goctyn K katanoram) no SSL/TLS
POP3S 995 POP (anekTpoHHasg no4ta) no SSL/TLS
IRCS 994 IRC no SSL/TLS
IMAPS 993 IMAP (3nekTpoHHas noyta) no SSL/TLS
FTPS 990 FTP (nepepaya ¢dannos) no SSL/TLS

Onsa Toro, utobbl npoTtokon SSL/TLS pencreBosan, Web-cepsep ponxeH uMmeTb ceptudwukar
(OTKPLITBIN K/HOU) WU CBOWM 3aKpbITbi KoY. Bnapgeneu ceptudukaTa AOKEH NOATBEPAUTb, UYTO OH
SIBNSIeTCS BrafefibLUeM 3aKpbITOro Kj4a, CBS3aHHOro C cepTudukatoM. DTO AaeT BO3MOXHOCTb
KNIMEHTY ayTeHTMdMUMpOBaTh CepBep, C KOTOPbIM OH XO4YeT CBSA3aTbCH.

B npouecce B3anMHOM ayTeHTUDUKaALUKU:
e BbINOJIHAETCHA Kpuntorpaduyeckas npoBepKa Haauuus y cepBepa 3aKpbITOro Kiwua,
COOTBETCTBYIOLEro OTKPbITOMY K/lOYY, YKa3zaHHOMY B cepTudukare;
e MpoBepseTcs CTeneHb A0BEpUs n3gaTtento ceptudukara;
e TpoBepseTcs, He UCTEK /TN CPOK AeNCTBUS cepTudmkaTa;
e [poBepseTcs, He 0TO3BaH M cepTudumkaT; nNo ymonyaHuio Internet Explorer/Edge oty
NpoBepKy He BbINoNHAET — 3To Aenaert IIS.
Ecnin  nwbas M3  yKasaHHbIX MNPOBEPOK MPUBOAMT K OTpUMUATENbHOMY pe3ynbTaTy,
nonb3oBaTtenb Mofay4dyaeT npeaynpexaeHne M MOXeT pasopBaTb coeAuHeHue (3TO pekoMeHAyeTcs
aenartb).

JocTurHys p[oBepusi, CTOPOHblI BbipabaTbiBalOT CeaHCOBbIA K4, Ha OCHOBE KOTOpPOro
obecneumBaeTcs wWndpoBaHMe AaHHbIX B TEYEHNE CeaHca.

10.4.1. OCHOBHble MOHATUA nNpoTokona TLS

Mpotokon TLS npepgHasHayeH Aana obecnedeHuss Kpuntorpaduyeckmmn cpeacrtsamum
ayTeHTUdUKaumm oTnpasBuTens (KNueHTa) - agpecata (cepsepa), KOHTPOASA LENOCTHOCTU U
LWKdpPOBaHNSA AaHHbIX MHHOPMaUMOHHOIO obMeHa.

AyTeHTU(dMKaAUNS OMNUMOHANBHO MOXeT OblTb OAHOCTOPOHHEN (ayTeHTudVKaums cepeepa
K/IMEHTOM), B3aUMHOW (BCTpeYHas ayTeHTMdMKauna cepBepa U KIMeHTa) Uin He UCMob30BaTbCs.

Uepapxus op2aHu3zayuu uHghopMayuoHHO20 o6MeHa

Nepapxua wHbopMmaumoHHoro obmeHa Bkaw4vaeT B cebsa ceccmn, coeguMHEHUMS M MNOTOK
coobuweHnn B coeamHeHun. MoTok coobuweHnin npu 6onbwoln anvHe pasbuBaetcs Ha dparMeHTbl C
nakeTHon nepegadenn dparmeHToB. B o0gHOM ceccum MoxeT ObiTb peann3oBaHO HECKOJbKO
COeAVHEHWI, NPON3BOJ/IbHO pPa3HECEHHbIX N0 BpeMeHW. B KaxaoMm coegmHeHun MoxeT 6biTb 06paboTaH
Heo6XxoANMbIN MOTOK COOBLLEHMNA.

Anzopumm npeobpa3oeaHusi uHhopmayuu rnpu obmeHe
Anroputm npeobpasoBaHua MHdopmaumm npu obmeHe C MCnosib3oBaHMeEM npoTokona TLS
BK/lOYAeT onepauunmn:

e TMpuWeM OT MNPOTOKONA BEPXHEro YpoOBHHA MNOTOKA HE WHTEpnpeTUpyeMblX AaHHbIX B
610Kax Npou3BOSIBHOIO pa3Mepa;
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e (parMeHTaLMs NPUHNATLIX C BEPXHEro YPOBHS AaHHbIX B CTPYKTYpUpOBaHHble 610KK
(dbparmMeHTbl) npoTokona TLS. Pasmep dpparmeHTa — He 6onee 21 6aiiT;

e KOMMpeccus dparMeHToB (OMUUOHaNbLHO);
e XewwnpoBaHwe parMeHToB (Mcnonb3yeTtcsa kayeson MAC);

e KOHKaTeHauus (@parmMeHTa W pe3ynbTata ero XewuposBaHus (paclMpeHHbIN
dparmeHT);

e 3awundpoBaHUe pacluMpeHHOro gparmeHTa (ONuMOHaNbHO);

e rnepenaya 3awMpPOBAHHOIO pacWMpeHHOro dparMeHTa C A06aBfIEHHbLIM OTKPbITbIM
3arofloBKOM NpOTOKOJS1@ TPaHCMOPTHOro ypoBHsA (Hanpumep, TCP).

Mpu npueme MHboOpMaUMK NpUMeHsieTcs obpaTHas NoCNeA0BaTe/IbHOCTb onepaumii.

Ampubymsi ceccuu

Ceccusa xapakTepu3yeTtcs cneayrowmmmm atpubyramn:
e unaeHTUdukaTop ceccum (cnyyamHoe uucno, 32 6anTa, 3apaeTcsa CepBEpPOM Mpu
OTKPbITUKN ceccun);
e MeTo4 KOMMpeccuu;
e cepTudukart cepeepa (ONUMOHANLHO);
e cepTuduKar kiamnmeHTa (onNUMOoHanIbHO);

e crneumdukauma anropuTMOB M NapamMeTpoB 3awmTbl (anropuTMmbl WndposaHma n MAC,
KpunTorpaduyeckmne napameTpsbl);

e master secret (Mcrnonb3yeTca Npu reHepauum koven wudposaHus, knwoven MAC,
BEKTOPOB MHULMaNu3aumn);

e (nar, paspewarowmin/3anpeLlaownii HoBble COEANHEHNS B CeaHce.

CepTudukaTtbl npeacTasnsaoTcs B craHgapte X509. v3. Cneundwukauma anroputmMoB u
napamMeTpoB 3aLUNTbl MOXET MEHATLCSA B TEYEHUE CeCcuu.

Ampubymsbi coeQuHeHus
K atpubyTtaM coegMHEHUs OTHOCATCA:

e client_random - cnyualiHble 32 6aliTa, 3agaBaeMble K/IMEHTOM;
e server_random- cny4yainHblie 32 6aiiTa, 3ajaBaeMble CEPBEPOM;
e client write MAC secret (kntou KIMeHTa ANS KIKYEBOro XeWwnpoBaHus);
e server write MAC secret (knto4 cepBepa A5 K/IOYEBOrO XELWNPOBaAHUS);

e client write key (kno4, ucnonb3lyemblinl ANs WAWNPPOBAHUSA AAHHBIX KIMEHTOM U
pacwmndpoBaHns NX CEPBEPOM);

e server write key (knawo4, uMcnonb3yemblin Ans WUhpPOBaHUA AaHHbIX CEpPBEPOM W
pacwmdpoBaHNa UX KITMEHTOM);

e client write IV, server write IV (BeKTOpbl MHMUMANN3aUnmn, NCNOSb3yeEMblE KIIMEHTOM U
CEpBEPOM COOTBETCTBEHHO);

e MOpPSIAKOBbIA HOMep coeanHeHus (NOAAEPXMBAETCS HE3aBMCMMO AN NepeAaBaeMbliX U
NPpUHUMAEMbIX COOBLLEHNI).

BekTop MHMUManu3aumMy 3apaeTcs Ana nepBoro dparMeHTa COObOLEHUs B COEAUHEHUN;
ANna  nocnefywowmx @parMeHToB BEKTOp MHMUManM3auum ¢GopMUPYeTCs M3 KOHeuyHoro 6s1oka
3alwmdpoBaHHOro TeKCTa NpeaplayLuero dparMeHTa.

MopsiakoBble HOMepa COeAWHEHWI MOAAEPXMBAKTCA HEe3aBMCUMMO ANS nepefaBaeMbixX U
npuHUMaeMbix cooblieHunii. NMpu cMeHe ceccuun, U3MeHeHMM cneumduKaumm anroputMOB M MapaMeTpoB
3alUMTbl HyMepaumst coeayHeHui HaumHaeTcs ¢ 0; [OuanasoH HyMmepauuu: 0 + 2%4-1.

CoeanHeHne accounmmpyeTcs C 04HOWM ceccunen.

Tunki coobuwieHul
B npotokone TLS ncnonb3yloTcs creayowme Tunbl COOBLEHNN:
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¢ Hello message (ClientHello, ServerHello);

e Change cipher specs message (M3MeHeHMe cneunduKkaunm anropuTMOB U NapaMeTpoB
3awWmThl);

e Key exchange message (nepepaya kjto4da obMmeHa knwodamm wudpoBaHns n MAC
KJINeHTa, cepsBepa);

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ e Alert message (npeaynpexaeHune, onoselleHne o dpaTanbHOM owmnbke);
e Application_data message (nepenaya gaHHbIX);
e Finished message (coobuieHne 0 BO3MOXHOCTU paboTbl B CO3A4aHHOM Ceccumn).

®pazmeHm coobujeHusi, nepedasaemMbili MPOMOKOY
mpaHCnopmMHO20 ypPOBHS
[nsa nepepgaun pparmMeHTa coobLLEeHNS TPAHCNOPTHOMY YPOBHIO MPOU3BOAATCS onepauum:
e KOMMpeccus cdparmMeHTa (oNUUOHaNbLHO);

e BblYMC/IEHME Xelwa OT KOHKATEeHaUuMM KN4Ya XewnpoBaHus, Tuna KoMnpeccmun, AnvHb
KOMMpEeCccMpoBaHHOro parmMeHTa, KOMNpPecCMpoBaHHOro parMeHTa, 3a4aHHON KOHCTaHThI;

e WndpoBaHMe pacwmpeHHoro dparmMeHTa (KOHKaTeHauuss KOMMPEeCCMPOBaHHOIo
¢dparmeHTa 1 ero xewa);

e paobaBneHWe OTKPbLITOro 3arosioBka, cogepxawero Tun coobuweHns (oaunH 6anT),
Bepcuio npoTtokona TLS (aea 6anTa), ANVMHY KOMMPECCMPOBAHHOIO parMeHTa.

Onepauuu npomokosa TLS

Application Data = =
U
Fragment
U
Compress
U
Add MAC
U
Encrypt
U
Append TLS Record
Header

J
TLS Handshake Protocol

TLS Handshake Protocol paboTtaeT no cneaytouwein cxeme:

ClientHello —— Yemanoska sepcuu  npomoxona,
udenmugpurkamopa ceccuy, HAYALLHOZO
HAbOpa anzopummos U  napamempos,
Memooa Komnpeccuu
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<« ServerHello Cepsep nocviraem (ONYUOHATLHO)
«—— Certificate —— ceoll  cepmughuxam u sanpawugaem
«— Certificate Request (onyuonanvno) cepmugpuxam xauenma,
«Server Key Exchange R nepet)aua LL’Zth(ZIZHOZZ eemuuHbl Server-random

«— ServerHelloDone ——

Certificate ———— Knuenm nocwiiaem 8ol
—Client Key Exchange —»> cepmucghuxam (eciu  6vLn 3anpoc
— Certificate Verify —» cepsepa) Ecmu cepmugpurxama y xnuenma

nem, on nocwiiaem Certificate Verify
—— Change Cipher Spec—> Buioop aneopummos u
Finished—— napamempog  01i  YCMAHABIUBAEMOU
«— Change Cipher Spec—— ceccuu, — 3a6epuieHue Handshake
« Finished ——— (“pyronoowcamus”)
Client Server

TLS Handshake Protocol obecneunBaeT MHMUManm3aumnto ceccum (CoeaMHEHUS) BbINOTHEHUEM
onepaumin:

e K/IMEHT M cepBep [A0roBapuBaloTca 06 WCNOMb3YEMbIX B CECCMM anropuTMax Mu
napaMeTpax 3allMTbl, O6MEHMBAOTCA Cny4YailHbIMM BenuumMHamu dlient_random, server_random,
[1I0roBapuBatoTCs, 6YAyT WK HET HOBbIE COEANHEHUS;

e npousBoauUTCH 0bMeH cepTudmKaTamMu AN ayTeHTUdUKaLUMKW KaneHTa n cepseepa (no
3a4aHHbIM OnuuamM);

e K/IMEHT TreHepupyeT C/y4YamHyl BenununHy pre_master secret, wwudpyetr ee un
nepenaeTt cepsepy.

e KnueHT u cepBep no pre_master secret, client random u server_random cdopmupytoT
master secret (Habop Heo6xoaMMON KOYEBOM MHMOPMaLIMK) CECCUN.

Cmek npomokosna TLS

Mpotokon TLS saBnsieTcsd ABYXYPOBHEBbIM W AEACTBYeT Hagh TPaHCMOPTHbIM MPOTOKOJIOM.
K nepBomMy ypoBHI0 oTHOocaTca TLS Handshake Protocol, TLS Change Cipher Spec, TLS Alert Protocol.
Ko BTOpoMy ypoBHI0 oTHocuTcst TLS Record Protocol.

TLS TLS Change TLS Alert MpoTokonbl

Handshake Cipher Spec Protocol obMeHa
Protocol AaHHbiMKu (HTTP
nT.n.)

TLS Record Protocol
TpaHcnopTHbIn npoTtokon (TCP/IP n T1.n.)

10.4.2. Mogynb ceTeBoM ayTteHTUdUKaummn Kpuntollpo TLS

Moaynb ceTeBon ayteHTMdmKaunn Kpuntollpo TLS peanusosBaH Ha 6a3e npoTtokona TLS v.1.0
" POCCUMCKUX CTaHAApPTOB KpUNTOrpaduyeckon 3awuTbl KOHdUAEHUManbHON uHdbopMauum
(anroputMmbl wngposaHmsa B cooteBeTcTBum ¢ FTOCT 28147-89, anroputMmbl BblpaboTKM U NpoBepKU
3M1eKTpOoHHON noanucu B cootBeTcTBuM ¢ NOCT P 34.10-2001, xewunpoBaHus B cootseTcTBun ¢ FOCT P
34.11-94). Ucnonb3yeTca Takxe anroput™m Auddu-XennmMaHa OTKpbITOro pacrnpeaeneHus Kiaven Ha
6a3e [OCT P 34.10-2001.

Ha T[3BM knueHTa 1M Ha cepBepe ycTaHasnumBaetrca CK3U XKTAN.00083-01 c moaynem
NoAAEPXXKM ceTeBoM ayTeHTudukaummn Kpuntollpo TLS.

AyTeHTUPUKAUNS KIINEHT-CEPBEP MOXKET BblTb OAHOCTOPOHHEN U ABYCTOPOHHEN.
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OAHOCTOPOHHSAS ayTeHTUdMKaums obecneumsaeT MUHMMaNbLHO HEO6XOAUMBIA YPOBEHb 3alUnThI,
W BKOYaeT B cebs:

e obsA3aTenbHyl0 ayTeHTMdhMKauno cepeepa 6e3 ayTeHTUdMKaLMN KIIMEHTOB;
o wmndposaHme Tpaduka Mexay KIMEHTOM N CEPBEPOM.

MNpu paboTe B AaHHOM peXxuMme cepBep Ha 3Tane "pykonoxaTtus" He 3anpawunBaeT cepTudukar
KSIMEHTA W yCTaHaB/MBaeTcs "aHOHMMHoe" 3allMleHHOe coeanHeHne. B 3ToM cnydae KIMeHT MoXeT
He WMeTb 3aKpbITOro KAl4Ya W cepTudukaTa, OAHAKO MpU 3TOM OH JIUWAETCS BO3MOXHOCTU
dopMmnpoBaTb INEKTPOHHYK MOAMUCH NOoA AOKYMEeHTaMu. Pexnm ¢ 0gHOCTOPOHHEN ayTeHTUudukaumen
cepBepa MOXeT WCMofb30BaTbCA ANS NpeAoCTaBfieHUs HEKOTOpoW rpynne nonb3oBaTenei
KOHdMAeHUMaNnbHON MHboOpMaLmMnm Ha OCHOBAHMW MapoJiIbHOM 3alWuTbl, O4HAKO Naposib B 3TOM ciy4yae
6yaeT NpeabaBAATLCS MOMb30BATENEM TOSIbKO MOC/E YCTaHOBAEHMS 3aliuleHHoro TLS-coeanHenuns ¢
Web-cepBepoM, 4TO NOBbLIWAET YPOBEHb 3aLUTbl OT HECAHKLUNOHUPOBAHHOIO AOCTYNa NO CPpaBHEHUIO C
nepegaden napons Mo OTKPbITbIM coeAnHeHUAM. [lpn OAHOCTOPOHHEN ayTeHTuduKkaummnm cepsep
3anpalwmBaeT cepTuduKaT KIMeHTa, HO ero OTCYTCTBME HE CUMTAETCH OLIMOKON.

B CK3U «Kpuntolpo CSP» ncnonb3yeTcs ABYCTOPOHHAS ayTeHTUdMKaUns.

[JBYCTOPOHHSAS ayTeHTUdMKaUNa BKIOYaeT B cebs:
e B3auWMHYI0 ayTeHTUdUKaumio knmeHTa n Web-cepsepa € NoMoLLblO UX cepTUdUKaTOB;
e wundposaHue Tpadurka Mexay KIMEHTOM U CEPBEPOM;

e ((dopMMpOBaHME W MNPOBEPKY 3SNEKTPOHHOM NOAMNUCKM MNOA 3SMEKTPOHHbIMM HTML-
dpopmamu, 3anosHIEMbIMU NOSIb30BaTENSAMM.

[BYCTOPOHHAA ayTeHTUdMKauMsa no3sofseT obecneunTb AOCTYN B 3aKpbITyto yactb Web -
cepBepa TOJIbKO 3aperncTpupoBaHHbIM BRagenbuaMm ceptudukaTos. pyM 3TOM HYXHO MMeTb B BuUAY,
YTO pasrpaHuyeHue [ocTyna K MHMOpPMauMOHHbIM pecypcaM cepBepa, OCHOBaHHOE Ha npoBepke
cepTMdnKaToB KIMEHTOB, ropa3ao HajexXHee, YeM NpoCTO NaposibHas 3aluTa.

B paHHOM pexwunme paboTbl KIMEHTY HeobXoAUMMO CreHepupoBaTb 3aKPbITbii U OTKPbITbIN
KJIH04YM U NONYUNTb cepTUdUKAT OTKPbITOro Ktova B YL.

TpeboBaHUA K TeXHUYECKMM U MNporpaMMHbIM CpeAcTBaM KOMMbIOTEPA, Ha KOTOPbIN
ycTaHaBnuBaeTca ISA cepsep, onpeaensioTcs B AOKYMEHTauuw, MNOCTaBfiieMOM BMeCTe C AaHHbIM
cepBepoM. [OMOAHUTENBHO, HA KOMMbOTEP AO/MKHbI 6bITb ycTaHoBneHbl CK3W «Kpuntollpo CSP» un
MOAYNb NOAAEPXKKM ceTeBon ayTeHTUmKaunmn KpunTollpo TLS.

0N BO3MOXHOCTM YCTaHOBMEHUSA 3aLMLLEHHOINO COEAMHEHUS MeXAy KIMEHTOM W CepBepoM
ISA HeobxoaMMO BHayvane BbiNyCTUTb CEPTUPMKAT OTKPLITOrO KfkoYa, KOTOpbi 6yaeT ncnonb3oBaTbCs
ANa cepBepHON ayTeHTudukaumm no npotokony TLS.

TpeboBaHusa Kk cepTudukaTy:

e uMsa ceptudukata (Common name) AO/MKHO COBMagaTb C MMeHeM nybankyemoro
Web-cepBepa npuknaaHoi cuctembl. Hanpumep: pif.nikoil.ru

e 06nacTb NCNONb30BaHMSA KOUa AO/MKHA cogepxXaTb: «AyTeHTudunkauus Cepeepa»

[JaHHbln cepTudukat gonxeH 6biTb ycTaHoBNeH Ha cepsep ISA B nNpuBSA3KE C K/HOYOM
noanucu (3aKkpbITbiM KAOYOM). Mpy 3TOM 3aKpbITblA KAOY NOAMUCK AOMKEH ObiTb NOMeELLEH B peecTp
OcC.

Bbinyck wn ycTaHoBKa ceptudwukata ocyuwecrtenserca uyepe3z APM nonb3oBatensa LeHTpa
pernctpaumun. MNMopsiaok AeNCTBUI onpeaensieTcs B MHCTPYKLUMKM NMOAb30BaTeN0.

10.5. Moaynb Kpuntollpo EFS

Ona 3awutbl KOHMbMAEHUManbHOW MWHGOpMauMMm npu ee xpaHeHunm Ha [19BM
ncnonblyetca moaynb Kpuntollpo EFS. Mogynb obecneunBsaer:

- KOH(WUAEHUManbHOCTb XpaHuMon wuHdbopmaumm (wudpoBaHme dannos, XpaHs-
wmxcsa B pasgenax NTFS B cootBeTcTBmmM ¢ anroputmomM FOCT 28147 89);

-  KOHTPO/Jb LENOCTHOCTU XpaHswenca wuHdopMmaunm (BbluMcieHMe/npoBepka
MMUTOBCTaBKM B COOTBETCTBMM C anroputMom MTOCT 28147 89);

- COBMECTHbII AOCTYN K 3allMleHHbIM dpannaM rpynne nosib3oBaTtenen;

20



XXTAN.00083-01 90 01. Kpuntollpo CSP. OnucaHne peanunsaumu

- yhaneHHas paboTa ¢ 3awuweHHbIMKM dainamMu, pasmewaembiMm B Web-nankax
(Web Distributed Authoring and Versioning - pacnpeaeneHHas cucremMa xpaHeHus daiios C
aoctynom yepes Web nnm WebDAV);

- wudposaHme obwmx darnos (CIFS);

- BOCCTaHOBJIEHME OaHHbIX B C/lly4dae yjaaleHusd nonb3oBaTtenen U3 CUCTEMBDbI,
KOMMNpoOMeTaunun Uan yTpaTtbl 3aKpbITOro Kjao4a rnosib3oBaTtens.

10.6. [llopgpepxxka npoTokosa IPSec

Ons 3awmTtel IP-coeanHeHni no npotokony IPSec B CK3W peannsoBaHbl MOAYIM NPOTOKOJIOB
Kpuntolpo IKE, Kpuntollpo ESP B cCOOTBETCTBMM C AOKYMEHTaMu, pa3paboTaHHbIMK rpynnoi IPSec
no pekomeHgauum TeXHUYECKOro KoOMUTeTa No ctaHgapTmsaummn "Kpuntorpaduyeckas 3awura
nHdopmauun" (TK 26):

MeToandeckmne pekomeHgaumm no Wcnonv3osaHutO TOCT 28147-89, TOCT P 34.11-94
m FOCT P 34.10-2001 npu ynpaBneHumn knodamm IKE n ISAKMP. lMpoekT nepBoy pegakuumm,
nionb 2012( rus-fedchenko-cpike-ipsecme-gost-00-rt).

MeToamnyeckme  pekOMeHZauMnM MO  MCNOSb30BaHU  KOMBUMHWMPOBaAHHOIro  anroputMa
wudposaHmsa BnoxeHu IPSec ESP Ha ocHose TOCT 28147-89. lNpoekT nmepBoOM peaakumu, uioNb
2012 ( rus-fedchenko-cpesp-ipsecme-gost-00-rt).

MeToanyeckne pekoMeHAaLMW MO WCMOSb30BaHUIO anroputMoB obecrneyvyeHns LenoCTHOCTU
IPSec (AH, ESP) Ha ocHoee TOCT P 34.11-94. lpoekT nepBou pegakuumun, anpenb 2012 (rus-
fedchenko-cpah-ipsecme-gost-00-rn).

10.7. TpuUnNo)XXeHne KOMaHAHOW CTPOKMU

Moaynb 3awmnTbl GannoB 1 COOBLLEHNI C UCMONb30BaAaHMEM KJTHOUYEN CUMMETPUYHON U
aCCMMETPUYHON KpunTtorpaduu.

10.8. AyTeHTuUdUKaumsa B gomeHe Windows

Kpuntolpo Winlogon npeaHa3sHavyeH ansa ayTeHTuduKaumMm nonb3osaTenen B JOMEHe
Microsoft Windows ¢ ncnons3osaHnunem Enterprise CA, Kpuntollpo YL nnun apyrux coBMecTuMbiX
LEeHTpOB cepTudunKaumu.

Moaynb Kpuntollpo Winlogon peanusyet paboTy ¢ PocCMACKMMK KpunTorpamnyeckmmm
anropMTMamMm Ans rnepsBoro wara pacwmpeHHoro npotokona Kerberos B cootsetcteum ¢ RFS 4556.
Public Key Cryptography for Initial Authentication in Kerberos (PKINIT), June 2005.

10.9. Wcnonb3oBaHue pyHKunn CSP ypoBHSA sapa
onepaunoHHON CUCTEMBI

Moaynb YypoOBHA sApa OMEpPaUMOHHOM CUCTEMbl MO3BOJSISET MCMOJSIb30BaTb OCHOBHbIE
Kpuntorpaduyeckne ¢yHkumn (wndposaHme/pacwmdpoBaHue, nNnpoBepka MOANUCKU, XelnpoBaHUeE)
Ha ypOBHe siApa OMepaumMoHHON cucTeMbl. [lJaHHbIW MOAYyNb B MEpPBYK odepeldb npefHa3HayeH Ans
NCMNOMb30BaHNA B MPUIOXKEHUSAX YPOBHSA s4pa OnepauuMoHHOW cuctembl (wundpartopbl IP npoTtokona,
XECTKOro gucka u T.4.). MHTepdelic moaynsa aHanornyeH nHtepdency CSP ypoBHS nonb3oBaTtens, C
TEeM MWCKJ/IIOYEHWEM, YTO OH He NOo3BOnsfeT paboTaTb C CEKpPeTHbIMM KKOYaMW MoNb30BaTeNs U He
NpeaoCTaBNseT OKOHHbIM UMHTepdenc. [lMogpobHee 06 wcnonbL3oBaHWMM MOAYAS CM. [OOKYMEHT
"YXTAN.00083-01 90 05. Kpuntollpo CSP. PykoBoacTBO nporpamMmMmucra’.

10.10. NMpnMepbl ncnonblosaHna CK3U

Ona paspabotunkoB B coctaB auctpubytmea CK3U XKTSHAW.00083-01 BkaovatoTcs
pekoMeHgauun, coaepxawme onucaHme wuHTepderica TLS, nogmHoxectBo CryptoAPI 2.0,
peanusyemoe 6ubnuortekon capilite.dll, 1 npumepbl MCNONb30BaHWSA Ha YpPOBHE BblI30BA OCHOBHbIX
dyHkumn CryptoAPI 2.0. B coctaB auctpubyTtmBa BK/OYEHbI TakKXKe NpuMepbl nCcnosb3oBaHns CSP Ha
ypoBHe gapa OC, noanucu/nposepkn noganucu XML, wucnonb3oBaHua xenroll, capicom, Bbi30B
dyHKkumm CSP yepes nHtepderic CSP.

Bonbloe KoOnW4ecTBO MNPUMEPOB UCMNOAb30BaHUSA dyHkunii CryptoAPI 2.0, CAPICOM,

Certificate Services BxoauT B gokyMmeHTaumio MSDN un B uHCTpymeHTapuii paspabotumka Platform
SDK.
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Ha cepsepe Kpunto-Ipo (http://www.cryptopro.ru/CryptoPro/forumz2/) BeaeTcs
KOHdepeHUMs nNo BOMpocaM WCMNOAb30BaHUA Kpuntorpaduyecknx @GOYHKUMM U cepTudUKaToB
OTKPbITbIX KOYEN U Kitoven nposepku Ir1.

Bce BbiwenepeuncneHHole (B pasaenax 6-10) BapuaHTbl BCTpamBaHMsa U ucrnonb3oBaHms CK3U
«Kpuntolpo CSP» AO/MKHbI NpUMeHATbCAa € yyeToM n. 1.5 ®dopmyngapa. lpu 3TOM yKasaHHble B
HacTosWeM AOKYMeHTe MHTepdenchbl ABNaTCA ypoBHAMM BCTpamBaHusa CK3U «Kpuntollpo CSP» B
NpuUKNagHble CUCTEMbI N HE ABJIAIOTCA NPUSIOXKEHUAMWN, BXOAALWMMN B COCTaB OMEpPauMOHHbIX CUCTEM.

11. Uctopus Bepcun

11.1. KpunTtollpo CSP Bepcun 1.1

e lI3MeHeH 6a30Bbll MAeHTUPUKATOP, UCMOMb3YyeMbI ANs NpeacTaB/ieHns ajaropuTtMoB B
cepTudukatax u kpuntorpadumyeckmx coobLieHunsx;

e lI3MeHeHO nNpeacTaB/ieHME MapaMeTpoB P, (, a, Y3/0B 3aMeHbl Xew-(QyHKUun wn
WwundpoBaHMsa B cepTuUdUKaTax OTKPbITbIX KAwo4ven n dopmaTte coobweHun S/MIME (PKCS+#7,
RFC 2630). B cBs3u ¢ 3T1M, Bepcmsa 1.0 He coBMecTuMa c Bepcuen 1.1;

e [lo6aBneHo otobpaxeHune anroputmoB NOCT B ananorax MO Microsoft Outlook Express
n MO Microsoft Outlook;

e [lo6asneHa noaaepxka s3nekTpoHHoro 3amka "Cobonb" (HUM UHdpopm3awmTa);
e [lo6aBneHa perncrpaumns ycraHosneHHon Bepcum Kpuntollpo CSP;

e Ob6ecneuveHa noaaepxka Kpuntolpo CSP B OC Windows ME;

e YpaneHa noaaepxka OTKpbITbIX KAK4Yen agnnHonm 512 6u;

e (Ob6ecneyeHa pabotocnocobHocTb ¢ Internet Explorer 5.5;

e PeanusoBaHO XxpaHeHMe cepTUdUKATOB OTKPLITbIX K/OUYel M Kkawyein nposepku II B
K/IO4EBOM KOHTENMHEpE;

e PeanusoBaHa BO3MOXHOCTb YCTAHOBKM cepTudMKaTa NoMb30BaTeNd W3 KIKYEBOro
KOHTelHepa B cnpaBo4YHMK cepTudmnkatoB Windows ns nanenu ynpasnenus KpuntollPO CSP.

11.2. Kpuntollpo CSP Bepcuun 2.0.

e PeannzoBaHa BO3MOXHOCTb YCTAaHOBKM cepTudurKaTa B cnpaBoyHMK cepTudmkaTos Windows um
dopMmnpoBaHme CCbIKM C JIMYHBIM 3aKPbITbIM KJ/IIOYOM MOJSb30BaTeNs U3 NaHenu ynpasfeHus
KpunTtolMPO CSP;

e PeanuzoBaH wWHTepdhenCc CMeHbl W yAaneHuss Napons KAKYEeBOro HOCUTENS W3 NaHenu
ynpasneHusa Kpuntollpo;

e (ObecneueHa nogaepxka Kpmuntolpo CSP B OC Windows XP;
e PeanunsoBaH nHTepdeinc PC/SC ans paboTbl CO CUMTbIBATENSIMU CMApT-KapT;
e [lo6baBneHa noaaepxka UCB kntouen eToken;

e PeanusoBaHbl anropuTMbl AMBEpPCUdMKaAUMKM KIOYERn W ayTeHTudukauuu, no3BonsoLmne
BbINYCKaTb M 06CNyXunBaTb MHTENNEKTyanbHble KapToyukn "Ockap 1.*" n PUK-1, peanusyowme
anroput™ wudposaHua MOCT 28147-89;

e PeanusosaH anroputm 3 B cooTBetcTBMM ¢ TOCT P 34.10-2001;

e [loppepxuBatotca  Habopbl  napametpoB [OCT P 34.10-2001, 3annaHupoBaHHble K
MCNOb30BaHUIO B MHTENNEKTYabHbIX KapTax "Ockap 2.*" n PUK.

11.3. KpunTtollpo CSP Bepcun 3.0.

e WcknouveHa noaaepxxka OC Windows 98/ME (Ha aTux nnatdopMax BO3MOXHO UCMOSb30BaHME
Kpuntollpo CSP Bepcumn 2.0, KOoTOpas COBMeCTMMa MO BbIMNOJIHAEMbIM KpUATOrpaduyecknm
dyHkumam ¢ CK3M Kpuntolpo CSP Bepcun 3.0);

e ObecneveHa noaaepxka OC Windows 2003; pobasneHa nogaepxka nnatdopm Linux 7, 9,
FreeBSD 5, Solaris 9 Update 4 (paHee Tonbko Solaris 8);

e PeanusoBaH npoTokon ceTteBon ayteHTudukaumm Kpuntollpo TLS B CK3M Ha Bcex
nnaTtgopmax;

e Ha UNIX-nnatdpopmax gobasneHbl moaynm o6paboTkm cepTUdMKATOB OTKPbITbIX KAYen u
NOAAEPXKN CMNCKA OTO3BaHHbIX CepTUHOUKATOB;
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e Ha UNIX-nnatdopmax aobasneHbl Moaynm paboTbl XpaHUIMLWaMM CcepTUdUKaTOB;

e Ha UNIX-nnatdopmax pobaBneHbl Moaynnm o06paboTkM MNOAMMCAHHLIX, 3aWM@pPOBaHHbLIX U
Apyrux coobuweHnn dopmata CMS (PKCS#7);

¢ Ha Windows-nnatdopmax pobasneHbl moaynu o6paboTkm noanmcaHHbix XML cooblieHni
(XMLdsig);

e Ha Windows-nnatgopmax pacwmpeHa noaaepxka Microsoft Office (Word, Excel, InfoPath,
Outlook);

e YnyyweHa MacwTabmupyeMocTb Ha MHoronpoueccopHbix SMP n HyperThreading cuctemax;

e YBenuyeHa Npou3BOAUTENbHOCTb Kpuntorpaduryecknx npeobpasosaHuii Ha nnatdopmax IA32
B 2-3 pa3sa.

e 3akpbiTble kntoum FOCT P 34.10-94 HameueHbl K yaaneHuio B byaywmx sepcmsax "KpmntollPO
CSP", 0 uéMm BbIgaéTCsa Npeaynpexaatouiee coobueHne B MOMEHT UX CO3A4aHMS.

e K cywecTBylowmMM cnocobaM ynpaneHus kitovyamm gobasrieHa BO3MOXHOCTb OCYLUECTB/IEHUS
3alWMTbl KJIt0Ya NpyU NOMOLLM 3aWndpPoBaHMS AAaHHOMO 3aKpbITOro K/ko4Ya Ha APYroM 3aKpbIiTOM
K/loue W MNpuv MNOMOLWM pasfesieHnss AOoCTyna K HeMy MexAy HECKOSIbKUMU KUYEBbIMU
HOCUTENSMU;

e B coctaB CK3U Ha Bcex nnatdopMmax aobaBneHa peanusaums Kpuntonposaihgepa B dopme
AparviBepa;

e lWcnonHeHus, obecneumBatowme 3awmty knacca KC1, peanmsoBaHbl Ans Kpuntonposalgepa B
dopmMe noarpyxaemon 6nbnuoteku;

e WcnonHeHus, obecneumBatowme 3awmnTty knacca KC2, peanusosBaHbl AN8 KpunTonposanaepa
B bopMe cepBMCa XpaHeHUs K4en;

e B cBfAA3M C pacwupeHmem noaaepxusaembix nnatgopm Kpuntollpo CSP Bepcun 3.0
peanu3oBaHo B 10 WCMNONHEHUAX, OTAMYAKOWMUXCA MNpOrpaMMHO-anmnapaTtHoM cpeaon
(YHKLUMOHMPOBaAHMS, COCTaBOM MpPOrpaMMHbIX MOAYNEN M KlacCoM 3awuTbl "TpeboBaHun K
CpeAcTBaM Kpuntorpaduyeckon 3amTbl KOHGUAeHUManbHON nHpopmauun".

11.4. Kpuntollpo CSP Bepcuun 3.6

e O6HOBMIEH M pacClIMpeH MepevyeHb nporpaMMHo-annapaTHbiX cped. Kpuntollpo CSP Bepcumn
3.6 PYHKUMOHMPYET B NpOrpaMMHoO-annapaTHbiX cpeaax, NpuBeAeHHbIX B M. 2:

e B koae ucknoveHa BO3MOXHOCTb MCnosib3oBaHmsa ctaHaapta FOCT P 34.10-94.

e B coctaB ocHOBHbIX Moaynen ekatodyeH Winlogon - Moaynb ayTeHTUMdUKAUMM NOSb30BaTENS B
aomeHe Windows;

e B coctaBe aBTOHOMHOro APM uncnonb3yeTtcs yTunmTa BblpaboTKM raMMbl; UCMONb3YEeTCS raMma
nocTaswmka anga nHmumanusaumm NACH;

e PacwwumpeH BHewHuit wuHTepdernic CK3W ans obecneyenHnss paboTbl npoBakaepa C
PYHKUMOHaNbHbIM KNto4eBbiM HocuTenem (OKH), cornacoBaHms Knwoyen AnsS UCMOSIb30BaHUS
B peanusaumuax npotokona IPSec, paboTbl C ApYrMMu NMpUIOXKEHUAMU;

e PeanunsoaHo ncnonHeHune CK3U c obecneyeHmem knacca 3awmtbl KC3 (ucnonHerune 3);
e BHegpeHa 6ubnuoteka 64-pa3psiaHoOi apuPMETUKN;
e YcoBepleHCTBOBaHbl PYHKLMN BbIYNCIEHUS KPATHOM TOYKM SAJMATUYECKON KPUBOIA;

e U3MeHeH Koa acceMbnepHblx BCTaBOK noa komnunstop JASM pans yHUUUMPOBaHHOIO
ncnonb3oBaHus Ha nnatdopmax Windows, Linux, FreeBSD, SPARC Ha nnatdopme Intel;

e (ObecneyeHa peanusaunsa npotokona EAP/TLS;

e [epepaboTtaH ppariBep HacTtponkm OC un KoHTpons uenoctHoctn MO CK3U B cBA3M C
U3MEeHeHMeM Koda OnepaumnmoHHbIX CUCTEM K pacwmnpeHus ux nepedHsa (Windows Vista/2008);

e BsegeHo orpaHuuyeHue o6paboTkm uHdopmaumm B pexxmme CRYPT_SIMPLEMIX_MODE Ha
OAHOM Kntoye He 6onee 4 merabalita, npy ncnonb3osaHun anroputma FOCT 28147-89.

11.5. Kpuntollpo CSP Bepcun 3.6.1
e [lo6baBneHbl ucnosHennsa 3 — 5 knacca 3awmtbl KC3;
e (Ob6ecneyeHa paboTa c wudpyowen darinoson cnctemorn Kpuntollpo EFS;
e [lo6basneH mogynb npotokonoB Kpuntollpo IKE, ESP.
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12.

11.6. Kpuntollpo CSP Bepcuun 3.9
BkntoueHo mcnonHeHne knacca 3awmtbl KC3, dyHKUMOHUPYOLLEE Ha NMpOrpamMMHO-
annapaTtHbiX natgopmax Windows 8/2012.

Ob6ecneyeHo dyHKuMoHmpoBaHue CK3M Ha nporpaMMHO-anmnapaTHbiX nnatdopmax
Windows 8.1/2012R2.

NHdopMaumna gns nonb3osaTeneu

Ona nony4yeHunst AONOAHUTENbHOMW MHMOPMaUMM O AAHHOM MPOAYKTE, a TaK Xe 0
apyrmx npoayktax OO0 "KPUMTO-MPO", MoxHO obpawaTtbca no agpecy:

Cnyxb6a MapKeTuHra n TexHu4deckon noaaepxkmn Kpunto-Iipo.

127018, MockBa, Cywesckuii Ban 18, OO0 "KPUMTO-MPO".

TenedoH: +7 (495) 995 4820

dakc: +7 (495) 995 4820

e-mail: info@CryptoPro.ru WWW: http://www.CryptoPro.ru
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